Microsoft Security Intelligence Report volume 7 (January through June 2009)

Key Findings Summary

Volume 7 of the Microsoft® Security Intelligence Report provides-dapth perspective omalicious and
potentially unwanted software, software exploitsgcurity breacheand software vulnerabilities (both in Microsoft
software and in thirgparty softwae). Microsoft developed these perspectives basedletailed analysisver the
past several years, with a focus on the first half of 2009 (1]|.-|09)

This document is a summary of the key findings of the report. Th8éallrity Intelligencedport alsooffers
strategies, mitigationsand countermeasureand can be downloadedrom http://www.microsoft.com/sir.

Malicious and Potentially Unwanted Software

Geographic Trends

Microsoft security products gather, witlser consent, data from hundreds of millions of compst®orldwide and
FNRBY &2YS 2 Fbudiekt Snlire geiivisdsaAlgsis Of this data gives a comprehensive and unique
perspective on malware and potentially unwanted software activity aroundatbigd.

Figurel. Infection rates by country/region, 1HQ®xpressed in CCM
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This map illustrates the relative infection rates of differing regions based on
. Bto17 . Oto15 the number of infected computers discovered per 1,000 executions ofthe % .
MSRT. For example, a region colored yellow would have an infection rate of
D Insufficient data between7 and 10 computers per 1,000 executions of the MSRT. www.microsoft.com/sir
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The nomenclature used throughout the report to tefdifferent reporting periods is nHYY, where nH refers to either the first (1) or second (2) half of the year, and
YY denotes the year. For example, 1H09 represents the period covering the first half of 2009 (January 1 through JUre2B8 wepreses the period covering
the second half of 2008 (July 1 through December 31).

Infection rates in this report are expressed using a metric called Computers Cleaned per Mil (CCM) that represents tifecompbtars cleaned per thousand
executions of ta MSRT.


http://www.microsoft.com/sir

1 IntheUnited Statesthe United Kingdom Franceand Italy trojanswerethe largest single category of threat;
in Ching severalanguagespecificorowserbasedthreatswere prevalent; inBrazil malware targetingonline
bankngwaswidespread; irSpainand Korea wormsdominated, led by threatdargetingonline ganers. In-
depth descriptions of the threats found in 18 countries are available in the full version Sktthrity
Intelligence Report

Figure2. Threat categories worldwide and in the eight locations with the most computers cleaned, by incidence among all
computers cleaned, 1H09
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Operating SystemTrends

1 Different Microsoft Windows operating system versions show differing rates of infection die to
different features and service packs that are available for eachd#fedences in the way people and
organizations use each version (note that théection rate for each version of Windows is calculated
separately; the infection rate for a version is not affected by the number of computers running it).

Figure3. Number of computers cleaned for every 1,000 MSRT executions, by operating system, 1H09
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1 Infection ratesfor Windows Vista wersignificantly lower thawindows XRn all configurationsn 1H09

1 Theinfection rate ofWindows Vista SP1 w#1.9%less than Windows XP SP3.

1 ComparingRTM versions, the infection rate Windows Vista wa 85.3%less thanWindows XP.

The infection ate of Windows Server 2008 RTMan&g2.6%less than Windows Server 2003 SP2.

1 The higher the service pack levdietlower the rate of infection:

1 Service packs includdl previously released security updatshe time of issue. They can also
include additional security features, mitigations, or changes to default settings to protect users.

1 Users who install service paaksygenerally maintain their computers better tharsers who do not
install service packs anday also be more cautious in the way they browse the Internet, open
attachments, and engage in other activities that can open computers to attack.

91 Server versions of Windows typically display a lower infection rate on average thanversions.
Servers tend to have a lower effective attack surface than computers rugharg operating systems
becausethey are more likely to be used under controlled conditions by trained administrators and to be
protected byone or more layers asecurity.

=

The figure belovshowsthe consistency of these trends over time, showing infection rates for diffarergionsof
the 32bit editionsof Windows XP and Windows Vista for eachnsonth period between 1H07 and 1HO9.

Figure 4 CCM trends for 3bit versions of Windows Vista and Windows XP, 1HIH09
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3
Windows Vista Service Pack 2 was released on June 30, the last day of 1H09, and is therefore not included in this analysis.



The Threat Landscape at Home and in the Enterprise

1 Computersn enterprise environments (thoseinning Forefront Client Security) were much more likely to
encounter wormsduring 1HO%han home computers running Windows Live OneCare
The top threat detected in enterprise environments was the Conficker worm; however, Conficker was not
in the top ten threats detected in home environments.

Figureb. Threat categories removed by Windovisve OneCare and Forefront Client Security in 1HO9pércentageof all
infected computers cleaned by each program
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Worldwide Category Trends

1 Miscellaneous Trojan@ncluding rogue security softwaregmained the mosprevalent category

1 Worms roserom 5th place in 2H08 to become the second most prevalent category in.1H09

1 The prevalence of Password Stealers & Monitoring Tools also rose, due in part to increaakgare
targeting online gamers

Figure6. Computers cleaned by threat category, percentages, 2HOg1H®
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1 TheSmartScreen Filtemtroduced in Internet Explorer 8providesphishing and antmalwareprotection.
The figure below detailgpatterns of malware distribution detted by the SmartScreen Filteriki09.

1 TheMiscellaneous Potentially Unwanted Software category increased from 35.0 % of malware
impressions in 2H08 to 44.5 % in 1HO09, while the peagmdf computers cleaned declined from 22.8
percent to 14.9 percent for the category. This suggests that SmartScreen and similar technologies may be
successfully intercepting these threats before tlaag downloaded to computers.

1 Miscellaneous Potentially Uramted Software is disproportionally likely to be distributed over the Web
by contrast, worms are rarely distributed by malicious Web sites, accounting for just 1.2 percent of
SmartScreen impressions, compared to 21.3 percent of computers cleaned.

Figure?. Threats hosted at URLs blocked by the SmartScreen Filter, by category
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1 More malware distribution sites are discovered on a daily basis than phishing sites
1 Malware hosting tends to be more stable and less geographically diverse.
0 This is probably due to the relatively recent use of server takedowns and Web reputation as
weapons in the fight against malware distribution, which means that malware distributees ha
not been forced to diversify their hosting arrangements, as phishers have.



Figure8. Malware distribution sites per 1,000 Internet hosts for locations around the world in 1H09

Malware Detections by Country/Region (Per 1000)

. 0+ |:| 0151025
. 5010 D 00810125
W s ] sonwoon
W =2 [ ooeronem
[ oser [ >oro00te
. 0251005 . []

[ aicentea

Analysis of Phishing Sites

1 Phishing impressiom®sesignificantly in 1H®, due primarily to a large increase in phishing attacks
targeting social networking sites.

1 Phishers continued to target a wider range\Wkeb-site types than in the past, with gaming sites, portals,
and the online presences of major corporatidreingsome of the most frequentiyargeted sites in 1H09.

1 After remaining mostly consistent throughout 2H08 and throughil&p 2009, the number of impressions
suddenly nearly quadrupled in May, and rose even highduire due in part to a campaign or campaig
targeting social networks. More information on these trends can be found in th&dgllirity Intelligence

Report

Figure9. Phishing impressions tracked each month in 2H08 and 1H09, indexed to January 2009
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Institutions
1 Financial institutions, social networks ang@nmerce sites remaifavoredtargetsfor phishing attempts.

1 Researcherslso observed some diversification into other types of institutions, such as online gaming
sites, Web portals, and larg®ftware and telecommunications companies.

Figurel0. Impressions for each type of phishing site each month in 1H09
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Geographic Distribution of Phishing Sites
1 Phishing sites are hosted all over the world on free hosting sites, on compromised Web ,sardars
numerous other contextgperforming geographic lookups on the IP addresses of the sites makes it
possible to create maps showing the geographic distribution of sites and to analyze patterns.

Figurell. Phishing sites per 1,000 Internet hosts flmcations around the world in 1HO9
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1 Forefront Online Protection for Exchange (FOPE) blocke@d®7.8ll messages received at the network
edge in 1HO09, up from 922in 2HO08. In total, FOPE blocked more thafe@8 all messages received

1 Sam in1HO9was dominated by product advertisements, primarily pharmaceutical prodittstal,
product advertisements accounted for 692o0f spam in 2H08.

1 The figure below shows the countries and regions around the world that originated thespast, as
detected by FOPE from March through June, 2009.

1 Afull list of countries and the number of spam messages originating from them can be found in the full
Security Intelligence Report

Figurel2. Inbound messages blocked by FOPE Figure 13. Geographic origins of spam in 1H09, by
content filters in 1HO9, by category percentage of total spam sent

1 SQL injectiors a technigue used by attackers to damage or steal data residing in databases that use
Structured Query Language (SQL) syntax to control information storage and retdseaif this
technique was widely observed during 1HO9.

1 SQL injection usually inw@s directly paseg malicious SQL code to a program or script that queries a
database. If the program or script does not properly validate the input, the attacker may be able to
execute arbitrarycommands.

1 Beginning in late 2007 attackers began to useoedted tools to compromise large numbers of Web sites
through SQL injection, in an attempt to spread malware. Web applications often construct pages
dynamically as they are requested, by retrieving information from a database and using it to populate the

page.
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